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General information

This document describes the steps to successful configure and start-up a Microsoft SQL Server 2005.
Furthermore a suitable system configuration is described for using InLoox PM. A Windows Server 2003 is
used as example platform. This configuration guide is also valid for Windows 2008 Server. (Surface
Configuration is integrated in SQL Server Configuration Manager)

SQL Server Installation

Obtain a SQL Servers 2005 Edition

1. If you neither do have a Microsoft SQL Server 2005 licence nor an appropriate installation
medium, Microsoft SQL Server 2005 Express Edition is available free of charge under following
address:

http://www.microsoft.com/downloads/details.aspx?FamilylD=220549b5-0b07-4448-8848-
dcc397514b41&displaylang=en

Important: Please note that off-line replication is not possible with Microsoft SQL Server 2005
Express Edition. If you like to use the InLoox PM off-line availability, a Workgroup, Standard or
Enterprise Edition of Microsoft SQL Server is necessary. You find an overview of the SQL
Server versions capability characteristics under:

http://www.microsoft.com/sgl/prodinfo/features/compare-features.mspx

Initial installation of SQL Server 2005 on Windows Server

1. Microsoft offers extensive documentation to initial considerations before the installation under the
address http://technet.microsoft.com/en-gb/library/ms143719.aspx. In the following a standard
installation will proceed. Changes of the standard installation are not considered in this
document.

2. Install the Microsoft SQL Server 2005. You find a step by step guide under:
http://technet.microsoft.com/en-gb/library/ms143219.aspx

Check installation

Check after installation whether the SQL Server 2005 Service is executed:
1. Double click on Computer Management in the Control Panel >> Administrative Tools
3. Click on Services and Application >> Services

4. Look for the indicator name of the appropriate service. According to standard the service carries
the names SQL Server (MSSQLSERVER)

Opening Ports

Please note that opening ports can lead to a safety risk in your network. Examine necessary safety
precautions in advance before opening ports!

1. Make sure that the database Server ports are not blocked. Examine the firewall properties of the
server as well as network hardware.

The standard port of Microsoft SQL Server is: 1433



http://www.microsoft.com/downloads/details.aspx?FamilyID=220549b5-0b07-4448-8848-dcc397514b41&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=220549b5-0b07-4448-8848-dcc397514b41&displaylang=en
http://www.microsoft.com/sql/prodinfo/features/compare-features.mspx
http://technet.microsoft.com/en-gb/library/ms143719.aspx
http://technet.microsoft.com/en-gb/library/ms143219.aspx
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SQL Server Configuration

If you try to connect from a remote computer or a client to an instance of Microsoft SQL Server 2005 an
error message might be appear:

InLoox Setup

\i) Database creation Failed. Please check your inputs and your permisson on the server,

Server errar: & network-related or instance-specific error accurred while establishing a connection ko SQL Server. The server was not Found or was not
accessible, Werify that the instance name is correct and that SQL Server is configured to allow remote connections. (provider: Mamed Pipes Provider,
error: 40 - Could not open a connection to SCL Server)

This problem can occur with any program, which you use for connecting to SQL Server. Follow this guide,
in order to solve the problem.

Check the SQL Server Configuration Manager settings

To achieve that the SQL Server instance is reachable on the network, you have to configure and switch
on the network protocols if necessary. Proceed as follows:

1. Click on Start >> Programs >> Microsoft SQL Server 2005 >> Configuration Tools

2. Afterwards click on SQL Server Configuration Manager

‘il Sql Server Configuration Manager

File Action VYiew Help

Items

E S0QL Server Services
_E,SQL Server Network Configuration ...
‘E,SQL Mative Client 10.0 Configuratia. ..
‘E,SQL Server Netwark Configuration
‘QISQL Mative Client 10,0 Configuration

H sQL server Metwork Configuration (32hit)
SGL Mative Client 10.0 Configuration {32bit)
-5 50L Server Network Configuration

= S0L Native Client 10,0 Configuration

3. Open the branch SQL Server Network configuration in the left tree structure and click on
Protocols for MSSQLSERVER

i Sql Server Configuration Manager

Ele Action Wiew Help

@ B2

‘g SGL Server Configuration Manager (Local) Pratocol Name Status
[ S0L Server Services T shared Memory Enabled
-3 50L Server Metwork Configuration (32bit} H=Named Pipes Enabled

= 30l Native Client 10,0 Configuration (32bit) FTCPP Enabled

=5, 50L Server Metwork Configuration e vin Disshied

E‘F Protocols For MSSCQLSERVER
g S0L Native Clisnt 10,0 Configuration

4. Right click on TCP/IP to activate this protocol
Deactivate Named Pipes the same way

6. If a message requests to start the SQL service again, click on the node SQL Server 2005-
Services, stop the SQL Server and SQL Browser and restart these thereafter. Make sure that
both services are running at the end.
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Surface configuration

Click on Start >> Programs >> Microsoft SQL Server 2005 >> Configuration Tools

Click on SQL Server Surface Configuration afterwards

The SQL Server 2005 Surface Area Configuration will open

&% SQL Server 2005 Surface Area Configuration

M

Microsoft: /4 Windows Server System

SQL Server200s

Help Protect Your SOL Server

Minimize SQL Server 2005 Surface Area

S0L Server 2005 improves manageability and security by giving administrators more control over the surface area of local
and remote instances of SGL Server 2008, With the SOL Server 2005 Surface Area Configuration tools, you can easily:

+ Dizable unused services and network. pratocols for remote connections.
+ Dizable unused features of SOL Server components.

For new installations, use these tools to enable required features, services, and network, protocols that are disabled by
default. For upgraded instances, use these tools to identify and disable unused features, services, and protocols.

@ Fiead more about configuring the SGL Server suface area.

Configure Surface Area for localhost [change computer]

% Surface Area Configuration for Services and Connections

?ﬂ Surface Area Configuration for Features

5. The SQL Server 2005 Surface Area configuration will open

& Surface Area Configuration for Services and Connections - localhost @

) SQL Server 2005 Surface Area Configuration
@ Help Protect Your SQL Server

Enable anly the services and connection types used by your applications. Dizabling unuzed services and connections helps
pratect your server by reducing the surface area. For default settings, see Help.

Select a component and then configure its services and connections:

= |j S__QLEXF'F!ESS Dizable this service unless your applications use it.
= | Database Engine
+ Service
Remote Connections Service name: |M59QL$8QLEXPHESS |
[, 50L Server Browser Display name: [38L Server [SOLEXPRESS] |
Description: Provides storage, processing gnd contralled access of data

and rapid transaction processing.

Startup type: |Automatic w |
Service status: |Hunnlng |
[ Stop ] [ Pauze
: Wiew by Camponent
Ok, ] [ Cancel ] [ Apply ] [ Help

4. Click on Surface Area Configuration for Services and Connections in the bottom area
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6. Extend the node Database engine and click on Service
7. Change the Startup type to Automatic if necessary. Confirm with Apply

8. Click on Remote Connections afterwards

9.

*& Surface Area Configuration for, Services and Connections - localhost

") SQL Server 2005 Surface Area Configuration
& Help Protect Your SQL Server

Enable only the services and connection types used by pour applications. Disabling unused services and connections helps
protect pour zerver by reducing the surface area. For default zettings, zee Help.

Select a component and then configure its services and connections:

= [ SHLEXPRESS By default. SAL Server 2005 Express, Evaluation, and Developer editions allow local
= [ ]| Database Engine client connections anly. Enterprise, Standard, and Workgroup editions alsa listen for
- remote client connections over TCP/AP. Uze the options below to change the protocols
. on which SAL Server listens for incoming client connections. TCPAP is prefered over
+ Femate Connections narmed pipes becausze it requires fewer ports to be opened across the firewall.
# | SOL Server Browser

Service

() Local connections only
() Local and remote connections
(%) Using TCPAP only
() Using named pipes only
() Using both TCPAP and named pipes

“iew by Instance | Wiew by Component

[ u] l [ Cancel ] [ Apply ] [ Help ]

The standard settings of SQL Server Express Edition is Local connections only

10. Change the settings to Local and remote connections >> Using TCP/IP only
11. Confirm with OK

Authorizations configuration

After the Microsoft SQL Server installation on a Windows Server are several SQL security groups in the
Active directory. The membership in one of these groups permits the access to Microsoft SQL Server.

Add all users, who should receive access to InLoox PM, into the appropriate group:

1. On the Server open: Start >> Programs >> Administration >> Active directory user and -
computers

2. Edit the appropriate user (e.g. ,Jon Average “) or the appropriate user group (e.g. ,Coworker
selling )

3. The dialog Options of... appears. Change to the register Member of

4. Click on Add. The group select dialog appears

5. Enter the text SQLServer20056MSSQLUser (for SQL Server 2005) and/or
SQLServer2008MSSQLUser (for SQL Server 2008) into the input field object names. Click on
check names. The name should be resolved as follows:
SQLServer2005MSSQLUser $SERVERNAMESMSSQLSERVER (for  SQL Server  2005)
SQLServer2008MSSQLUser $SERVERNAMESMSSQLSERVER (for SQL  Server  2008)
The SERVER NAME stands for the name of the SQL Server or the primary domain controller

6. Confirm the opened dialog fields with OK
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If you do not find the SQL user groups in the Active Directory of the Server, this can have different causes:

e You are located on a member Server of a domain without independent Active directory. Proceed

in this case as follows:

After MS SQL Server installation on a Windows 2003 member Server without Active Directory
stand the same groups are available under Start >> Programs >> Administration >> Computer
Administration >> System >> Local users and groups >> Groups, which are described on the

previous page.

L Computer Management

g File Action Wew window Help

o BEXER @

=131

g Computer Management (Local) Mame

=i, System Tools #5 Administr ators
Event Yiewer Backup Operators

Shared Folders ngstrlbuted COM Users
=] Local Users and Groups i
[:I Users Guests
29 Groups gNetwnrk Configuration Operators
Petfarmance Logs and Alsrt: W performance Log Lsers
Device Manager gPerFDrmance Monitar Users
=] S Starage gPower Usets
Remavable Storage L Remote Deskiop Lisers
Disk Defragmenter g%plicatnr
Disk Management gUsErs
5}2 Services and Applications gHeIpServicesGroup

gSQLServErZDUSSQLBrowserUser$XP64
gSQLServErFDHnstUser$xp64$MSSQLSERVER
SQLS MSSQLS ADHelperlser§xPad
41 ER
gSQLServarSQLAgentUser$xP64$MSSQLSERVER

Description

Administrators have complete and u...
Backup Operators can override secu, .
Members are alowed to launch, acti...
Guests have the same access as me...
Mermbers in this group can have som. ..
Members of this group have remate ...
Members of this group have remote .,
Power Users possess most administr ...,
Mermbers in this group are granted b...
Supparts file replication in a domain
Users are prevented from making ac...
Group For the Help and Support Center
Members in the group have the requ...
Mermbers in the group have the requ...
Members in the group have the requ...

Members in the group have the requ...
Members in the group have the requ...

Configure the group membership as described above

e |If you cannot find the SQL Server user group on the Server, you also have the possibility of
creating a new user group manually. Consider the chapter:

Extended configuration options / troubleshooting

Authorization configuration with SQL Server Management Studio
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Extended configuration options / troubleshooting

Authorization configuration with SQL Servers Management Studio

1.
2.

8.
9.

Create a new user group InLoox in the Active directory
Add all InLoox PM users to this group

Click on Start >> Programs >> Microsoft SQL Server 2005 >> SQL Server Management
Studio

The Connect to Server dialog appears

£F Connect to Server ['Z\
Microsoft ay Wnr?gms Server System
SQL Server 2005
Server name: | HE-WR250L2005 v |

Authentication:

[ Connect H Cancel ][ Help H DOptions »» ]

Select the appropriate Server under Server name
Click on Connect afterwards

Microsoft SQL Server Management Studio indicates that it is connected

‘_.; Microsoft SQL Server Management Studio Express

Eile Edit Wiew Tools window Community Help

Qenaey | 55 W@ B EBES,

Object Explarer ~ 3 x /Sm X
2= 4 3 3 &
= [} 51(5QL Server 9.0,1399 - grueni)

3 Databases - i

2 ot [ ] S1 (SQL Server 9.0.1399 - grueni)

3 Server Objects 51 5 Item(s)

-3 Replication
|4 Management

A server Objects
A Rreplication
[ Management

Open the Security node

Click on Login with the right mouse button

. Microsoft SQL Server Management Studio Express

Fle Edt View Toos Window Commonity Help
Duewouery [y 5 A @ B B Bk =
ob o summary| > x
M= AT i

= [} 51 (50L Server 9.0.1399 - grueni)
[ Databases U q
B [ Security LOgInS

51\SecuritylLogins 2 Ttem(s)

[ Servt Rgfresh

3 Creder
[ Server Objects
3 Replication
[ Management

HMame Created
A grueni 08.02,2008
Bisa 08.04.2003
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10. Click on New Login

11. The window Login - New appears

H Login, - New E]E]

“ S Sciipt ~ m Help

12 Server Roles

| User Mapping Login name: | | Search..
2 Securables

A Status (& Windows authentication

() 50L Server authentication

Certificate name: | |

| |

Eey name:
Server
51
X Default databaze: | master w |
Connection:
gnaeni Default language: |<dalault> v|

3 View connection properties

Progress

Ready

12. Click on Search

13. Click on Find Now in the new dialog

Select User or Group E]

Select this object type:

|Llser or Built-in security principal ‘ [ Obiject Types... I

From this location:

|iqm.net H Locations... ]

Carnrnih Queries |

Name: |Starts with v| | ‘
| \

Dizabled accounts Stop

X

Search results:

Marme (RON) E-Mail Address In Folder
7 ANONYMOLUS LOGON
{E Autherticated Users
" BATCH 0

Man expiiing passward

>

*@ CREATOR OWNER

*EDaLUP

fﬁ' Digest Authentication

!ﬁDistributed COM-Benutzer igrn. et /B uiltin
ﬁDruck-Dperatnren igrn. net/Builtin
lIENTEHPFHSE DOMAIN CONTROLLERS )

14. Look for the InLoox group in the Active directory or in the computer administration under
groups.




15. Click on search and look for the object names

Object Types

Select the types of objects you want to find.

Object types:

!ﬂ Groups
€ Users

16. Make sure that all object types are selected. Occasionally groups are not activated and you have

to set the appropriate option here, so that you can see the groups

Select User or Group

Select thiz object type:

|User, Group, or Builk-in security principal

| [ Object Tupes... ]

Erom thiz location:

| igr.net

|[ Locations. .. ]

Enter the object name to select [examples):

Win2003WohnAverage

LCheck Mames

[ o

][ Cancel ]

17. The group was found and can be confirmed with OK

E Login - New
Selecta
7 General

‘;S Script ~ Fj Help

EBIX

2 Server Roles
_@ User kapping
27 Securables
2 Status

Login name:
) Windows authentication

() SOL Server authentication

Cerlificate name:

Connec!

Key name:
Server
51

. Default database:
Cannectian

grueni Default language:

& ¥iew connection properties

Progres:

Ready

| Win2003Wohnbverage

H Search. ]

| master

| <default>

18. The group name is inserted

InLoox ;’\(

19. Make sure that the option Windows authentication is selected. In cases of exception, e.g. if the
client is not merged in a domain, however you have to use the SQL authentication. Therefore,
an appropriate change of the SQL Server configuration is necessary, which can be set as follows:

e Click with the right mouse button in the left area on SQL Server, and then click on
Properties.
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e Change the Server authentification on register Security >> Server authentication to SQL
Server and Windows Authentication mode in the SQL Server Properties dialog and then
confirm with OK

e For details consider the Whitepaper “Configure Microsoft SQL Server for SQL-authentication”

20. Click on User Mapping afterwards

H Login Properties - grueni E]E]
Selec . .
General S Script = Lj Help
Eﬁ Server Roles
gl Liser Mapping Users mapped ta this lagin:
—:: Securables Map Database User Default Schema
2 Status O distribtion
InLaox InLooxUser &
] master
[0 medb
Databaze role membership for: CE
Con -
[[] db_accessadmin
Server: [[] db_backupoperator
51 [#] db_datareader
dh_datawriter
L tion: [ db_
onnechon [ db_ddlacmin
[] db_derwdatareader
3 View connection pioperties [ db_derpdatariter
[#] db_owner
m [] db_securityadmin
[¥] public
Ready

21. Users, who are assigned to this logon, see all SQL databases on this Server. Activate the InLoox
database here. If this database does not exist yet, publish the InLoox database with help of the
InLoox PM Setup

22. Subsequently, you have to assign the permission db_datareader, db_datawriter and db_owner
to the database role for the InLoox database. (db_owner is necessary o use user define fields)

23. With this approach, the appropriate group is registered in the Databases >> InLoox >> Security
>> User node at the same time

!:: Microsoft SQL Server Management Studio Express

Fle Edt Wew Took Window Community Help

Dt cumry | [y (5 1 @ B (3 B2 B 5

Ohbiject Explorer > B X | Summary X
G EN A&7
= [} CB\SQLERPRESS (SOL Server 9.0.3042 - grueni)
= [3 Databases i
[ System Databases D Users
= LJ inloox CB\SQLEXPRESS at abasestinlooxiSecurityiUsers & Tkem(s)
1 Database Diagrams
(23 Tables
[ Views Name Created
(23 Synaryms (A dbo 08.04,2003
(23 Programmabilicy (& crueni 30.05,2008
= [ Security |8 quest 08.04, 2003
E LJS:E:bo [ INFORMATION_SCHEMA 14.10.2005
;.‘ e [ B sys 14.10,2005
L8, Grueni .
I& uest 01.10.2005
|.& INFORMATION_SCHEMA
LA, svs

I& WORDEFINIERT{Benutzer

24. At the end you still have to click on the Server name >> Properties with the right mouse button

10
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25. Thereafter click on the Permissions node

[ Server Properties - C6\SQLEXPRESS EEX
Soipt - I Hel

% General Ssoiet - EiHen

22 emary

& Processais Logine of roles:

e Hame Type

onnectians

- Database Sellings (A, HEMS _AgentSigningCertificatett Login

R advanced [, #8M5_5OLAherficalorCetticalettt Login

3 Pemissions {2 HHiMS_S0LAepicationSigningCeticatett Login

= B, HHIMS_SQLResouresSigningCertiicats i Login
(A, CEASEL Server2005MS S0 L UserCE$SOLEXPRESS Login
AMNT-AUTORITATISYSTEM Lagin
. public Server iole
[AVORDEFINIERT\Adrministiatoren Logih

Y Average

Avera

Enplict permissions for VORDEFINIERTSBenuizer,

Permission Grantor
Admiister bulk aperations Grueni
Alter any connection Grueri
Al any credential Grueri
Alter any database Grueri
Aler any endpoint Grueri
Alter any evert rotiication Grueri
Alter any lirked server Grueri
Aler any login Gieri
Al resources Grueni
Al server stale Grueri
Al setlings Grueni
Alerece Geri
Authenicate server Grueri
Connect SOL Grueri

F
ES
FS
o

>

1j00000000000000000 ¢

Server
CEASOLEXPRESS

Correction:
arueni

Connect SOL sa
Ready Contiol server Grueri
Create any database Grueri

I00EO0000000000000
Ij00o000o0o0o000ooooooo

v

26. Here the appropriate group must be also registered

27. Perhaps it is necessary to restart the SQL Server Service

Configuration for Clients outside a domain

Please note that opening ports can lead to a safety risk in your network. Examine the necessary safety
precautions before opening ports!

Opening Ports
If the SQL Server is located on a Windows XP-computer with SP2 or Windows Vista, which does not

belong to an Active Directory domain, open the appropriate ports for the SQL Server and SQL Browser
Service.

Proceed to the open ports as follows:
1. Select Windows Firewall in the Control Panel

2. Activate File and Printer Sharing in the exception list, because the control over Named Pipes will
work that way (port 445). This port is present in the exception list according to the standard.

3. Click on register exceptions on port, and share the TCP port 1433. This port will assign for the
first SQL Server instance according to the standard.

4. Open the port for the File and Printer Sharing too, in order to access over Named Pipes to the
SQL Server(port 445, already in the exception list available)

SQL Server Browser Service activation

If you execute the SQL Server 2005 with an instance name and you do not use a special TCP/IP port
number in your connecting character sequence, you have to activate the SQL Server Browser Service, in
order to allow remote connections. SQL Server 2005 Express is installed e.g. with the standard instance
name <computer name>\ SQLEXPRESS.

You have to activate the SQL Server Browser Service only once, independent of the number of SQL
Server 2005 instances, which you would like to execute. Proceed as follows, in order to activate the SQL
Server Browser Service:

11
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1. Click on Start >> Programs >> Microsoft SQL Server 2005 >> Configuration Tools
2. Click on SQL Server Surface Configuration afterwards

3. Click on Surface Area Configuration for Services and Connections at the SQL Server 2005-
surface configuration page

4. Click on SQL Server Browser at the Surface Area Configuration for Services and
Connections page and select Automatic as starting type. Afterwards confirm with Apply

5. Click on Start and afterwards on OK

Note: If you execute the SQL Server Browser Service on a computer, the computer shows the instance
names and the connection information of all SQL Servers instances, which are executed on the computer.
The risk can be reduced, by not activating the SQL Server Browser Service and connect directly over an
assigned TCP port to the SQL Server instance. The direct connection to an instance of SQL Server over a
TCP port cannot be handled in the context of this article.

After you have allowed remote connections to the SQL Server, you have to configure the SQL Server
2005 Express for using TCP port 1433, which is the standard Microsoft SQL Server port. You have to start
the SQL Server Configuration Manager, navigate to the SQL Server 2005 network configuration node
and select the protocols for SQLEXPRESS and the TCP/IP protocol. Click on register IP-Addresses in
TCP/IP protocol and write port 1433 in the TCP port field under the section IP All.

TCPIIP Properties Px
Protocol | IP Addresses
=]
Active ‘fes
Enabled Mo
IF Address 192.168.0.116
TCP Crynarnic Ports
TCP Part 1433
=]
Active es
Enabled Mo
1P Address 127.0.0.1
TCP Dynarmic Porks
TCP Part 1433
=]
TCP Crynarnic Ports
1433

TCP Port
TP pork

Create exceptions in the Windows Firewall

These steps are valid for the version of the Windows Firewall, which is contained in Windows XP Service
Pack 2 (SP2) and in Windows Server 2003. If you use another firewall system, consult the appropriate
firewall documentation.

If you use a Firewall on a computer with SQL Server 2005, external connections to SQL Server 2005 are
blocked, unless SQL Server 2005 and SQL Server Browser Service can communicate through the
Firewall. You must provide an exception for each instance of SQL Server 2005, which accept remote
connections. In addition, you also need an exception for the SQL Server Browser Service. SQL Server
2005 uses an instance ID as a component of the path, if you install the program files. Determine the
correct instance ID, in order to provide exceptions for the individual instances of SQL Server.

12
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Proceed as follows, in order to determine an instance ID.
1. Click on Start >> Programs >> Microsoft SQL Server 2005 >> Configuration Tools
2. Click on SQL Server Configuration Manager afterwards

3. Click on SQL Server Browser Service at the SQL Server Configuration Manager in the right
window area

4. Right click on the instance name in the main window and choose Property
Click on register Extended at the Property page of the SQL Server browser

6. Search for the instance ID in the Property List, and click on OK

Create an exception for SQL Server 2005 in the Windows Firewall
Proceed as follows, in order to provide an exception for SQL Server 2005 in the Windows Firewall:

1. Click on Start >> Settings >> Control Panel >> Windows Firewall

= Windows Firewall

General | Exceplions | Advanced

‘Windows Firewall is tumned off. Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. "We recommend that you click the
General tab and select On.

Programs and Services:

Mame

[ File and Prirter Sharing
Microzoft Office Groove
Micrasoft Office OneMote
Microzoft Office Outlook.
Remote Assistance

[ Remate Desktop

[ UPnP Framework

[ addProgam.. | [ AddPot. |[  Edt. ][ Delete

Display a notification when ‘Windows Firewall blocks a program

‘wihat are the rizks of allowing exceptions?

2. Click on the register Exceptions in the Windows Firewall
Click on the Add Program button and afterwards on Browse

4. Click on the executable program “C:\Program Files\Microsoft SQL Server \ MSSQL.1\ MSSQL
\ Binn \ sqlservr.exe”

5. Click on Open and afterwards on OK

6. Subsequently, the file is specified on register Exceptions

13
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Create an exception for the SQL Server Browser Service in the Windows Firewall

Proceed as follows, in order to provide an exception for the SQL Server Browser service in the Windows
Firewall:

1. Click on Start >> Settings >> Control Panel >> Windows Firewall

"= Windows Firewall
General | Exceptions | Advanced

‘windows Fireweall is turned off. Y'our computer is at risk of attacks and intrusions
from outzide sources such as the Internet. We recommend that vou click the
General tab and zelect On

Programs and Services

Mame

[ File and Printer Sharing
Microsoft Office Groove
Microsoft Office OneMote
Microzoft Office Outlook
Remote Assistance

[ Remate Desktop

[} sqlbrowiser. exe
sqlseryr

O UPHP Framewark.

HE

X

[[AddProgiam.. | [ addPot. |[  Ed. ][ Delete

Dizplay a notification when %indows Firewall blacks a program

what are the risks of alowing exceptions?

Click in the Windows Firewall on the register Exceptions

Click on the Add Program button and afterwards on Browse

Click on the executable program “C:\Program Files\Microsoft SQL Server \ 90 \ Shared \

sqlbrowser.exe*

Click on Open and afterwards on OK

Subsequently, the file is specified on register Exceptions

Check list for error solution

For problems please examine:

Is the SQL Server and SQL Browser Service execute on the Server?

Are Remote Connections and TCP/IP activated in the surface configuration?

Is the authentication (Windows/SQL with Windows) correctly set in SQL Server Management
Studio under Security in the Server Properties of the SQL of Server?

Is the group in SQL Server Management Studio under Security >> Logins set correctly, in
which the InLoox PM users are entered? Does the registration have the membership
db_datareader, db_datawriter and db-owner in the database roles?

Is the port 1433 open in the Firewall?
Did a restart of the clients take place?

Did a restart from SQL Server take place?
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